File Transfer To & From PC

The files from PC/local desktop can be transferred to FCH environment using the
internet. Either by using Google Drive or Emails.

In short, the files from PC are to be uploaded to G-drive or sent to your email
account. Access the G-drive/email account from the FCH environment, download
the file to it (citrix receiver environment). And then it can be transferred from the
FCH environment to the VM(Sandbox) by following the steps in below links.

To Linux VMSs - https://help.floridacyberhub.org/hc/en-us/articles/360038216552-Linux-Access-
Internet-Download-File-Transfer-File-to-Sandbox-Client-Virtual-Machine-

To Windows VMS - https://help.floridacyberhub.org/hc/en-us/articles/360038597051-Windows-
Access-Internet-Download-File-Transfer-File-to-Sandbox-Client-Virtual-Machine-

PC --> G-Drive/Email --> FCH Citrix Lab Environment --> VM(Sandbox)

Similarly, to transfer a file from the VM to PC, the file has to be transferred from
the VM(Sandbox) to the FCH Citrix lab environment and then uploaded to G-
drive/sent via email. Then download the file from the G-drive or email to the PC.

VM(Sandbox) --> FCH Citrix Lab Environment --> G-Drive/Email --> PC

File Transfer from VM to PC:

From Linux VM:

e Click on the !M icon found on the top right corner of the virtual machine screen.


https://help.floridacyberhub.org/hc/en-us/articles/360038216552-Linux-Access-Internet-Download-File-Transfer-File-to-Sandbox-Client-Virtual-Machine-
https://help.floridacyberhub.org/hc/en-us/articles/360038216552-Linux-Access-Internet-Download-File-Transfer-File-to-Sandbox-Client-Virtual-Machine-
https://help.floridacyberhub.org/hc/en-us/articles/360038597051-Windows-Access-Internet-Download-File-Transfer-File-to-Sandbox-Client-Virtual-Machine-
https://help.floridacyberhub.org/hc/en-us/articles/360038597051-Windows-Access-Internet-Download-File-Transfer-File-to-Sandbox-Client-Virtual-Machine-

()
(3
5
B
B
B
w
o

e Click on 'Download a file from the server'.

M t: B o) 138PMm

%% Accepting connection is enabled

Show the service status
Show the whiteboard
Show the recording bar
v Show the connection bar
Show the transfer status
Show the menu panel
Send
Do
board and mouse
Browse connections...
New connection...

Close the NoMachine application

The File Explorer will pop up. Select the file that you would like to transfer over to the
FCH (Windows File Explorer).



NoMachine - Select file to send

NoMachine - Select file to send
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o Next, a second dialog box will pop up to let you select the destination folder of the
file that is about to be transferred.

[ NeMachine - Select file destination
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Note: From the FCH (Windows File Explorer) you can refresh using the arrow or right-

clicking and selecting 'Refresh’ If the file that you have transferred is not appearing in
the proper destination.

B [ | = | Destop

- [u] X
“ Home  Share  View 2]
« ~ 4 > ThisPC > Desktop » @:Er(h Desktop 3
Name Date modified Type Size
# Quick access
. e . New folder o File folder
esktop
T @risk 705 2K8
4 Downloads * T Access 2016 KB
5| Documents * ¥ vownloads 2KB
=] Pictures # T Excel 2016 3KB
3 ThisiC # Google Chrome 3IKB
i
T PowerPoint 2016 19/2019 839 P KB
¥ Network TH word 2016 7/19/2013 833 PM ortcut KB
Sitems =




- / < | Desktop
“ Home Share View (2]
« v 4 [l » ThisPC » Desktop » N D Search Desktop o

Name
# Quick access

Mew falder
[ Desktop -

g @RISK 7.05 ZK8
¥ Downloads T Access 2016 KB
<] Documents ¥ Downloads 2KB
& Pictures T Excel 2016 IKE

-G IKB

B This PC # Google Chrome 1KB

7E PowerPoint 2016 B

= Network T Word 2016 7/19/2019 8:39 PM orteut K8

View >

Sort by >

Group by >
* Refresh

Paste

Paste shortcut

MNew >

Properties

8 tems g==1

From Windows VM:

e Inside the Windows VM, click on the three lines located at the top center of the
screen to expand the menu bar.

e Click ‘Download’ from the top menu bar (opens the Windows File Explorer).




o Select the file(s) you want to download or browse to the folders to select the file(s),
and then click ‘Open’.

Open
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File name: ||
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e The downloaded file can be found in your PC’s Downloads folder or in the specified
folder you selected. In this case, the file Test.txt can be found in my PC’s Downloads
folder.
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After the file is transferred to the FCH Citrix Lab Environment, the file can be
uploaded to the Google Drive/ Email. And download to the PC from G-drive/ Email.
To Access the Google Drive/ web browser,

In the Citrix Receiver tab, locate and click on 'APPS’, and open the web browser of
your choice.

In the case that there are two open tabs (ex. Citrix Receiver and Lab Broker), you
will find the browser of your choice within the Lab Broker tab. Oftentimes, this is
why the initial launch of the browser causes the window to close out quickly.
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Go over to the Lab Broker tab.

Notice that Google Chrome has opened up.

You can view all the current tabs within the Lab Broker tab at the bottom of the page.
This is the proper method of accessing the internet within your FCH Environment,
allowing for downloading/uploading of file(s), surfing the web, etc.
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Once the web browser is open, navigate to the web site of your choice.
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Set up your browser in a few simple steps

Make Chrome your own
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